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Paradigm Training Risk True Risk

Empirical Risk Min. = )b L g6 V)] = eyepol € (s V)]

Overfitting

We tend to underestimate the true risk with =%

“pol £ germ(X, ¥)] — Ep 1€ germ(x, y)]

0
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The Wasserstein Distance

Metric on the feature-label space =

Distance between £ = (x,y) € Zand &' = (x',y) € Eis

dE, &) = |lx —x'||,+x- 1y # Y]



The Wasserstein Distance

Example k = 238, g = 2
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The Wasserstein Distance

Metric on the feature-label space =

Distance between & =

Wasserstein distance

W(Q,Q) =

int
[Tew(L),0))

_H[d(§9 gl)]

(x,y) EEand &' = (x',y") € Eis
dE, &) = |lx —x'||,+x- 1y # Y]

Wasserstein ball
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Paradigm Training Risk True Risk
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Paradigm

Empirical Risk Min.

Distributionally RO

Adversarially RO

sup
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Adversarial Attacks

v v v v

BAROTL — 190 || 2RO (e42) = 1.80 || pAROT(x42) = 1.56 || 2RO (x+2) = 0.53

Stronger attack radius o
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Distributionally Robust Optimization

Robust Overfitting

* ARO models overfit despite being “robust”

* Even more severe than overfitting of ERM
* We want DRO and ARO simultaneously

12



sup Z3(x +z,y) = sup log(l +exp(—y:f'(x +2)))

Adversarial Attacks

Standard RO techniques: Bertsimas et al. (2019) 13
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Adversarial Attacks

sup Z4(x +z,y) = sup log(l +exp(—y:f'(x +2)))
|21l < l Iz]| <

= log(1 + exp( sup {—y-f'(x+2)}))

l Izll ,<a

= log(1 +exp(—y - x+ sup {—y-p'z}))

l 2]l ,<er
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Adversarial Attacks

sup Z4(x +z,y) = sup log(l +exp(—y-f'(x +2)))

l 2]l ,<e

— O+ ™ Adversarial loss [

Can be interpreted as a new loss function
Convex and Lipschitz

Existing Lipschitz Wasserstein DRO theory is applicable

— log(1 + exp(—y - fTx+a - [|Bl,.) =:

13
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Adversarially Robust Optimization

Paradigm Training Risk True Risk
Empirical Risk Min. = )b L g6 V)] = o)l (X5 V)]
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ARO calibrates
the loss y
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Empirical Risk Min.
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Adversarially RO

Adversarially Robust Optimization

Training Risk True Risk
_(x,y)N[pN[fﬂ(xa V)] "(x,y)NuDO[fﬁ(xa V)]
— £a(x, -
iy eI Byl )

_(x,y)@ (xa }7)] _(x,y) fﬂa(x, y)]

( Statistical error )

g ARO calibrates
(W(Py, P7) stays| the loss 5
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DR-ARO

Exact Convex Reformulation

Distributionally and Adversarially Robust Optimization Problem (DR-ARO)
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Exact Convex Reformulation

Distributionally and Adversarially Robust Optimization Problem (DR-ARO)

minimize
peR”

minimize
P.A.S

subject to

peR",1>0,s €l

1Py« < 4

sup  E,. ) ol sup {£5(x +2z,y)}]
Led.(Py) Izl ,<a
|
8/1+N l:Zl S
CE(x,y) < s, Vi € [N]
fg(xi,—yi)—/lk <5, Vi € |[N]

|

¥ .—> O(N) many

DR-ARO

15



DR-ARO

Exact Convex Reformulation

Distributionally and Adversarially Robust Optimization Problem (DR-ARO)

minimize sup [E, ol sup {£5(x +2z,y)}]

PER™ ey (P,) Iz| ,<a
|
minimize EN+— Z S
p.AS N 1
subject to fg(xi,yi) <5 Vi e |N]
fg(xi,—yi)—/lk <5, Vi € [N]
Convex for <)
g€ {12,00) Wlar S

N
peR,1>0,s eR,.

15



DR-ARO

Exact Convex Reformulation

Distributionally and Adversarially Robust Optimization Problem (DR-ARO)

minimize sup [E, ol sup {£5(x +2z,y)}]

peR” 0eB.(P)) Iz]l ,<a
1 &
minimize EN+— Z S
p.AS N 1
subject to fg(xi,yi) <, Vi e [NV]
Exponential .o, i i\ .
cone repr. fﬁ(x —Y)—AK S, Vi € [N]
1Al « < 4

N
peR,1>0,s eR,.

15



DR-ARO

Exact Convex Reformulation

Distributionally and Adversarially Robust Optimization Problem (DR-ARO)

minimize sup [E, ol sup {£5(x +2z,y)}]

PER™ ey (P)) Iz]| ,<er
1 &
minimize EN+— Z S
[ N i—1 . Adversarial loss being ¢ ﬁ“

subject to £ (X L) < s, + L being convex & Lipschitz
fg(xi,—yi)—/lk <s: | « Shafieezadeh-Abadeh (2019)
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Literature (e.g., Xing et al., 2022)

External Data

{é:l (x' ayl)}le[N] {gl = (¥, Al)}lE[N]
L ~iig | — ~jig |

17



Literature (e.g., Xing et al., 2022)

External Data
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Related but non-identical
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Exact Reformulation

ARO over intersection of Wasserstein balls (Inter-ARO):
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Exact Reformulation

ARO over intersection of Wasserstein balls (Inter-ARO):

minimize sup “ ey ~ol sup {Z5(x +2z,)}]
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N

NP-hard evenif N=1and N = 1.
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Inter-ARO

Exact Reformulation

ARO over intersection of Wasserstein balls (Inter-ARO):

minimize sup “ ey ~ol sup {4 + 2, )]
PERT Qe (P )NB(P ) (48

N

NP-hard evenif N=1and N = 1.

Would admit an exact tractable reformulation if
» Squared-loss function (regression)
 Wasserstein ball around first and second moments

» No attack (@ = 0) Taskesen et al. (2021)

19



Tractable Relaxation of Inter-ARO

Static Relaxation Technique

We consult to the adjustable RO literature for a relaxation that is:

« Convex with O(N - N ) exponential conic constraints
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Tractable Relaxation of Inter-ARO

Static Relaxation Technique

We consult to the adjustable RO literature for a relaxation that is:

« Convex with O(N - N ) exponential conic constraints

» Coincides with the exact formulation when € — oo

* “Not learning from the external distribution” is always feasible
* Only uses the external data if it improves the objective

* Recovers the presented model from the literature as a special case

20



3 Sets of Numerical Experiments

Artificial experiments

* External data is artificially generated
* Direct control over distributions

UCI experiments

* Most popular UCI classification datasets

* External data via synthetic data generation

MNIST experiments

* Digit recognition (e.g., 3 vs 9)
» External data is digits of high school students

julia mosek ZEJuMp m



MNIST Experiments

Attack ERM ARO ARO+Aux DRO+ARO DRO+ARO+Aux
No attack (o = 0) 1.55% 1.55% 1.19% 0.64% 0.53 %
/1 (o = 68/255) 2.17% 1.84% 1.33% 0.66% 0.57 %
ls (oo = 128/255) 99.93% 3.36% 2.54% 2.40% 2.12%
Voo (. = 8/255) 100.00% 2.60% 2.38% 2.20% 1.95%

julia mosek Z2JuMp :



MNIST Experiments

Our DRO models

Attack ERM ARO ARO+Aux DRO+ARO DRO+ARO+Aux
No attack (o = 0) 1.55% 1.55% 1.19% 0.64% 0.53 %
/1 (o = 68/255) 2.17% 1.84% 1.33% 0.66% 0.57 %
b (e = 128/255)  99.93% 3.36% 2.54% 2.40% 2.12 %
Voo (. = 8/255) 100.00% 2.60% 2.38% 2.20% 1.95 %
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MNIST Experiments

Adversarially robust optimization

Attack ERM ARO ARO+Aux DRO+ARO DRO+ARO+Aux
No attack (o = 0) 1.55% 1.55% 1.19% 0.64% 0.53 %
/1 (o = 68/255) 2.17% 1.84% 1.33% 0.66% 0.57 %
ls (oo = 128/255) 99.93% 3.36% 2.54% 2.40% 2.12%
Voo (. = 8/255) 100.00% 2.60% 2.38% 2.20% 1.95%
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MNIST Experiments

Adversarially robust optimization (over its mixture with external data)

Attack ERM ARO ARO+Aux DRO+ARO DRO+ARO+Aux
No attack (o = 0) 1.55% 1.55% 1.19% 0.64% 0.53 %
/1 (o = 68/255) 2.17% 1.84% 1.33% 0.66% 0.57 %
b (e = 128/255)  99.93% 3.36% 2.54% 2.40% 2.12 %
Voo (. = 8/255) 100.00% 2.60% 2.38% 2.20% 1.95 %

julia mosek ZEJuMp .
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Future Work

e Different loss functions
e |ntersection of more balls

 Comparison of different relaxation techniques

» Specialised algorithms for £, ¢, £ ., norms in the feature-label metric

* Derive your own algorithm instead of using MOSEK

o Ball around Q). directly

mix



DR-ARO

Key Lemma for Tractability

L(z) is convex with lip(L) = 1, w,a € R"and 4 > 0. Then:

sup {L(w 'x)—=Alla —x||,}
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Key Lemma for Tractability

L(z) is convex with lip(L) = 1, w,a € R"and 4 > 0. Then:

sup {L( Tx)—/lla —x]|}

xeR”
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+ 00 otherwise.
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DR-ARO

Key Lemma for Tractability

L(z) is convex with lip(L) = 1, w,a € R"and 4 > 0. Then:

Convex fn.
In W

sup {L(w 'x)—=Alla —x||,}

xeR”

Y

La'w) ifllo|,.</

+ OO

otherwise.

N

Convex
constraint on @




Non-tractability of Inter-ARO

Key Reason for non-tractability

L(2) is convex with lip(L) = 1, w,a,a € R" and 4, ) > 0. Then:
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Non-tractability of Inter-ARO

Key Reason for non-tractability

L(2) is convex with lip(L) = 1, w,a,a € R" and 4, ) > 0. Then:

4 )

sup {L(w ' x)=Alla — x|, = Alla —x||,,}
xeR”

=: g(w)

We have O(N - ]/V\) constraints of type g(w) < constant




Non-tractability of Inter-ARO

Key Reason for non-tractability

L(2) is convex with lip(L) = 1, w,a,a € R" and 4, ) > 0. Then:

4 )

sup {L(w 'x)—/|a - x”q —Alla = x”‘l} I\Dllgximization
xeR"




Non-tractability of Inter-ARO

Key Reason for non-tractability

L(z) is convex with lip(L) = 1, w,a,a € R"and 4, 4 > 0. Then:
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Non-tractability of Inter-ARO

Key Reason for non-tractability

L(z) is convex with lip(L) = 1, w,a,a € R"and 4, 4 > 0. Then:

4 )

sup {L(w "x)=Alla —x||, - ]|@ —x]|,}
xeR"

. . Minimax theorem
= sup —L7(O)+0-w a+ not applicable
dcdom(L™)

inf (0-27@ —a) < |0+l =2l <4 101 fllle < 2}
<

\. /
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Non-tractability of Inter-ARO

Key Reason for non-tractability

L(z) is convex with lip(L) = 1, w,a,a € R"and 4, 4 > 0. Then:

N

-

\_

sup {L(w "x)=Alla —x||, - ]|@ —x]|,}

xeR”

sup

— L*(0)+60 - w'a+

dedom(L™)

7eR”

inf {0-27(a —a) : 0] - llo—zll, <4 10] - llzll - < 1)

\

/

Can be viewed as an adjustable RO constraint
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Case 1: Fix € - o©

Theorem 6.1 (abridged). For light-tailed P°, if ¢ >
O(IO%") )1/™ for n € (0,1), then:

o PV € B, (Py) with 1 — 1 confidence;
 AdvDRO overestimates true loss with 1 — n confidence;
» AdvDRO is asymptotically consistent P°-a.s.;

e Worst case distributions for optimal solutions of Adv-
DRO are supported on at most N + 1 outcomes.



Case 2: Simultaneous

Theorem 6.2 (abridged). For light-tailed P° and P, if
g > (’)(logj(vm))l/” and € > W(PY,P) + (’)(log]%’”))l/n

forni,me € (0,1) withn :=n1 + 1y < 1, then:

¢ PV e B, (Py)N %g(@ﬁ) with 1 — n confidence;

o Synth overestimates true loss with 1 — 1 confidence.



Case 2: Simultaneous

Big assumption!
A

Theorem 6.2 (abridged). For light-tailed P° and P, if
e > OBV and £ >(W(P,P) Jr O(*E2))1/n
forni,me € (0,1) withn :=n1 + 1y < 1, then:

¢ PV e B, (Py)N %g(]@ﬁ) with 1 — n confidence;

o Synth overestimates true loss with 1 — 1 confidence.



Case 2: Simultaneous

Big assumption!
A

Theorem 6.2 (abridged). For lighl-tailed P° and P, if
g > O(IOg](vm))l/n and & > W(PO,P) O(log]%'h))l/n
forni,me € (0,1) withn :=n1 + 1y < 1, then:

¢ PV e B, (Py)N %g(@ﬁ) with 1 — n confidence;

o Synth overestimates true loss with 1 — 1 confidence.

What can be done beyond cross-validation?
1. Uber vs Lyft (Taskesen et al, 2021)
2. Opt-out data with differential privacy (Ullman and Vadhan, 2020)

3. Wasserstein GANs comes with guarantees on W(P,, P )




